# 



(19) 



J) 



EuropSlsches Patentamt 
European Patent Office 
Office europeen des brevets 




(12) 



(43) Date of publication: 

06.02.2002 Bulletin 2002/06 



(H) BP 1 178 529 A2 

EUROPEAN PATENT APPLICATION 

(51) Intel* H01L 23/58 



(21) Application number; 01303445.9 

(22) Date of filing: 12.04.2001 
(84) Designated Contracting States- 

S E L C P H T C S Y E ?^ KESF,FRGBGRIE ' T '-''-" 

Designated Extension States- 
ALLTLVMK RO SI 

(30) Priority: 02.06.2000 JP 2000166689 

(71) Applicant: SHARP KABUSHIKI KAISHA 
Osaka 545-8522 (JP) 

(72) Inventors: 

• Matsumoto, Hlronorl 
Nara-shi, Nara 630-8144 (JP) 

• Nakano, Akihlko 
Nara-shi, Nara 631-0065 (JP) 



Ohml, Toshinori 

Kltakatsuragi-gun, Nara 635-0831 (JP) 

• Yanagawa, EIJI 
Tenri-shl, Nara 632-0004 (JP) 

* Unno, Hldeyukl 
Ebina-shi, Kanagawa 243-0431 (JP) 
Ban, Hiroshl 

Mach Ida-shi, Tokyo 194-0004 (JP) 
Takeda, Tadao 

Ebina-shi, Kanagawa 243-0433 (JP) 

(74) Representative: Brown, Kenneth Richard et al 
R.G.C. Jenkins & Co. 26 Caxton Street 
London SW1H OR J (GB) 



(54) Semiconductor device with a light blocking 

(57) A semiconductor device includes, on a protec- 
tive film laminated on a circuit principal part, (i) a light 
^ingf,lm provided so as to cover the circuit princ^l 
part : (ii) an aluminum oxide film provided so as to com- 
pletely covering the light blocking film, and (iii) a light- 
blocking upper wiring provided on the aluminum oxide 
him, so as to protect the circuit principal part from ob- 

or S? Hnh, w a , ttemPt tD eXf ° ,late thS ,i9ht b,ockin 9 
or the l,ght blockmg upper wiring causes the resistance- 
detection-use upper wiring made from the same mate- 



layer 



nal as the material of the light blocking upper wiring to 
break or thin, thereby resulting in an increase in the re 
stance of the resistance-detection-use upper wiring 
The increase In the resistance is detected by the resist- 
ance detecting circuit part, and malfunction or inopera- 
tiveness of the circuit principal part is caused in re- 
sponses detection, or alternatively, a malfunction of the 
circuit may be caused in response to the abnormal in- 
crease in the resistance of the resistance-detection- use 
upper wiring perse. By so ding, the circuit principal part 
can be protected from analysis 



FIG. 1 
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Description 

FIELD OF THE INVENTION 

[0001 J The present invention relates to a semiconduc- 
tor dev.ce capable of protecting its circuit arrangement 
^om analysis, thereby making It difficult to imitate or du- 
plicate the circuit or to alter information. 

BACKGROUND OF THE INVENTION 

[0002] A semiconductor device is generally com- 
posed of a multiplicity of semiconductor elements pro- 

e^LTJ ^ Strate ' W ' rlngS proVlded betwea " 
electrodes of the semiconductor elements. In such a 

^om effects of the external atmosphere, such as a rays 
mo.sture, or stress, a circuit section is protected with a 
protective film with insularity made of silicon oSTa,!. 
con nitnde , orthe „ ke Th . s enab|es ntjQn . HI 

func tl0 dby mo . sture ^ ^ 

rnnn^ "f" C3USed by stress < and the "ke. 

tor I" ■ S ° me drCUit SeC,i0rts °' semiconduc- 

or devices are developed as a result of long-time stud- 
es or some are very unique, which are preferably pro- 
tectee^ as notto be imltatedorcopled by others. More- 
over, some crcuits of semiconductor devices are mem- 
ory elements in which important information is stored 

rr o l eP TK rat ! lyPr0teCtedSOthatin,0 ' TTlatio " t^re: 
in should not be altered. 

[0004] The protective films described above are In- 

wnlf t merely Pr ° tect the circuit secti0 " ftwn the ex- 
terna, atmosphere, and as to the optica, aspect, many 

ES TJf lb ? 00d P e ^bi.ity with respectto visible 

oJ rn h m ' Bred radia,i0n ' al,owin 9 the circuit sec- 
tion to be eas,ly observed through the protective film by 
means of v, S1 ble radiation microscopes or infrared radi- 

to be T^?l° PeS - ™ S C ° Uld Perm,t the M ^tlon 
Imtn ^ L °, rC ° Pied ' and inf °™ation in memory el- 
ements to be altered. Therefore, conventional, sllruc- 

IdaLrt, ' bed be '° W have conventionally been 
adapted to prevent this. 

PublS,,! (1> !" a , s,ructure discl «ed in the Japanese 
165 pLi°o n oo '°; . Laid "° pen Patem Application No. 
.if ? ?! (Tokuka,hel 1-165129 [Date of Publlca- 

T^T*,^ 1989]) ' aSSh0Wn in R 9" 14 ' a " migrated 
c rourt.nc.udes a circuit section 40 In which a multipl.city 
of semiconductor elements provided on a semiconduc 
tor substrate are mutually connected via wirings and a 

sss™ 42 t insu,ari,y that — 

section 40. The protective film 42 is made from for in- 

clnd C ;, e f ;t Sil 1 iCOn n,,r,de ' Wh,ch a meta,,lc ^ w.th 
IZnT^ l Pr0Vid9d - Parts * a su rfaoa °f the circuit 
section 40 where security protection Is not required s 
covered with onfy the protective fi.m 42, while regions 
of ma.n sechons are covered with a lower layer 42a of 

avefTpf ' V ilm 42 ' 8 me,a " iC ,i,m «■ a " d ^ Ppe 
layer 42b of the protective film 42 in the stated order 



[0006] Th.s ensures that in etching the protective film 
42, an entirety of the protective fi.m 42 is removed from 
regions where security protection is not required, while 
onfy the upper layer 42b of the protective film 42 on the 
* metallic f..m 43 Is removed In the regions o] m e main 
sectjons covered with the metallic film 43. Thus since 
he meta.,,c f„m 43 Is not removed, the main sec Ions 
that requ re secunty protection are not exposed, thereby 
being .nvisible. Besides, even if the metallic film 43 is 
dby atCh,n 9 ln m a foregoing state, wiring pat- 
terns 41 that are made from the same material as That 
of the metallic f„m 43, for Instance, aluminum, are also 
removed, resulting in that the circuit section 40 cannot 
be analyzed. Thus, by covering the ma.n sections of the 
arcu,t section 40 with the metallic film 43 having con- 
duct,^ while inserting the insulating protective film 42 
therebetween, the Integrated circuit is protected from 
being imitated or duplicated by others 
20 H f > J hB Japanese Publication for Lald-Open 

«S fi 74 P r^ , ? ti0 J , 0 NO - 1546 ™ 999 (Tokukaihei 
11-154674 [Date of Publication: June 8, 19991) disclos- 
es a structure as shown in Fig. 15. More concretely on 
one main surface of a semiconductor substrate 50 
where n an Integrated circuit Is formed, an Insulator iso- 

1*17 iTL 1 , com P nsin 9 si ' ic °n dioxide (Si0 2 ) is de- 
posited. In the insulator isolating layer 51 , first and sec- 
ond wmngs 52 and 53 that are made of aluminum (Al) 
and connected to the integrated circuit, and a shielding 
so ' ayer ^ niadeof Al are embeddedand formed. Opening 
» parts 54a and 54b are formed in the shielding layer 54 
and connecting layers 55 and 56 made of Al are formed 
n the same layer as the shielding layers 54 in the open- 
ing parts 54a and 54b. Both ends of the connecting layer 
35 It T C °" nected t0 cut-end Parts 52a of the first wiring 
52 through vias 57 made of tungsten (W). Both ends of 
the connecting layer 56 are connected to cut-end parts 
53a of the second wiring 53 through vias 58 made of W 

nf rfaCa - pr ° ,eCt,n9 ,ayer 51 a ,s f °™ed on the surface 
of the shielding layer 54. 

40 [0008] In this arrangement wherein the Integrated cir- 
cuit ,s shielded by the shielding layer 54 and the shield- 
ing layer 54 and the connecting layers 55 and 56 are 
made of the same material and formed in the same lay- 
er, an attempt to remove the shielding layer 54 by etch- 
ing results in removal of the connecting layers 55 and 
56 at the same time. Thus, by providing the shielding 

bvf^l ! 0PUC£% Shl6,dS thS f ° re 9° ,n 9 w,ri " d * -3 
by form.ng the connecting layers 55 and 56 as part of 

the foregoing wirings in the same layer in that the shield- 
ing layer 54 exists, it is possible to prevent the circuit in 
an operating state from being observed, hence to pro- 
tect the operating state of the. circuit from analysis for 
the purpose of illegal act. 

[0009] ( 3 ) The Japanese Publication for Lald-Open 

AO^J^f^ N °- 270562/1998 (Tokukaihei 
10-270562 [Date of Publication: October 9. 19981) dis- 
closes a structure as shown in Fig. 16. This structure 
has a multi-wiring structure in which a polysilicon gate 
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and a wiring 62 are formed on a silicon substrate 61 and 
a metallic first layer wiring 64 and a metallic second layer 
wiring 66 are formed on Insulating films 63 and 65, re- 
spectively. Incidentally, the metallic second layer wiring 
66 is covered with a passivation film 67. Above the in- s 
sulating film 65, an opaque conductive shielding film 60 
is formed in the same layer where the metallic second 
layer wiring 66 is provided, with a gap kept therebe- 
tween. 

[0010] In this structure, the integrated circuit Is shield- 10 
ed by the conductive shielding film 60, and further, re- 
moval of the conductive shielding film 60 results in 
breaking the wirings in the same layer. By providing a 
system to prevent the inner part of integrated circultfrom 
optically being observed, the reverse engineering of a 15 
semiconductor integrated circuit is prevented. 
[0011] The above-described structures, however 
have the following problems. 

[001 2] In the structure of (1 ), since the upper layer 42b 
made of the same material as that of the lower layer 42a 20 
is present on the metallic film 43, stopping the etching 
of the protective film 42 when the metallic film 43 is ex- 
posed makes it possible to etch exclusively the metallic 
film 43. This allows to make the lower circuit structure 
observable, thereby making anatysis of the circuit pos- 25 
sible. r 

[001 3] The structure of (2) is intended to damage the 
wirings upon removable of the shielding metallic film so 
as to prevent analysis of the circuit operations. After 
chemical^ or physically removing a protective film so 
above the shielding layer 54 and the connecting layers 
55 and 56 in the same layer, photolithography may be 
applied to expose only the shielding layer 54 whereby 
removal of only the shielding layer 54 as shielding me- 
talhc film is enabled. In the structure of (3) as well the 35 
conductive shielding layer 60 can be removed in an 
identical manner. 

[001 4] Thus conventionally available are the methods 
that easily overcome the schemes for preventing a cir- 
cuit from being copied, duplicated and for preventing re- 40 
corded information from being altered, and hence com- 
plete protection of circuit information Is difficult. 



SUMMARY OF THE INVENTION 
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[001 5] An object of the present invention is to provide 
a semiconductor device that effectively prevents obser- 
vation of the circuit, and surely protects the internal cir- 
cuit from analysis. 

[0016] To achieve the foregoing object, a semicon- so 
ductor device of the present invention includes (I) a cir- 
cuit section formed on a semiconductor substrate (II) a 
mam body wiring that is provided on the semiconductor 
substrate and that is connected with the circuit section 
(Ml) a light blocking film provided so as to cover a prin- ss 
cipal part of the circuit section, and (iv) a coating film 
that is laminated so as to completely cover the light 
blocking film and that is made from a film material having 



corrosion resistance. 

[0017] With the foregoing arrangement wherein the 
light blocking film that has a light blocking property 
thereby exhibiting poor permeability with respect to vis- 
ible light and far infrared radiation is provided so as to 
coverthe principal part of the circuit section, recognition 
of the lower circuit pattern can be made Impossible Fur- 
ther, since the coating film is made from a material hav- 
ing corrosion resistance, it is difficult to remove the coat- 
ing film with use of a liquid chemical or the like. 
[0018] Alternatively, a semiconductor device of the 
present Invention may inclu de(i)a circuit section formed 
on a semiconductor substrate, (ii) a main body wiring 
that is provided on the semiconductor substrate and that 
is connected with the circuit section, and (iii) a light 
blocking film that is laminated so as to cover a principal 
part of the circuit section and that exhibits corrosion re- 
sistance. 

[0019] The foregoing arrangement in which the light 
blocking film has corrosion resistance makes the light 
blocking film unremovable. Moreover, since the light 
blocking film is provided so as to cover the circuit sec- 
tion, it is possible to make the lower circuit pattern invis- 
ible. Besides, another corrosion -resistive film for pro- 
tecting a light blocking becomes unnecessary. 
[0020] For a fuller understanding of the nature and ad- 
vantages of the invention, reference should be made to 
the ensuing detailed description taken in conjunction 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0021] 

Fig. 1 is a cross-sectional view illustrating a struc- 
ture of a principal part of a semiconductor device in 
accordance with an embodiment of the present in- 
vention. 

Fig. 2 is a circuit diagram illustrating an arrange- 
ment of a resistance detecting circuit part. 
Figs. 3 (a) through 3(k) are process flow diagrams 
illustrating a process for fabricating the semicon- 
ductor device shown in Fig. 1 . 
Fig. 4 is a cross-sectional view illustrating a struc- 
ture of a principal part of another semiconductor de- 
vice in accordance with the embodiment of the 
present invention. 

Figs. 5(a) through 5(l) are process flow diagrams 
illustrating a process for fabricating the semicon- 
ductor device shown in Fig. 4. 
Fig. 6 is a cross-sectional view illustrating a struc- 
ture of a principal part of a semiconductor device In 
accordance with another embodiment of the 
present Invention. 

Figs. 7(a) through 7(j) are process flow diagrams 
illustrating a process for fabricating the semicon- 
ductor device shown in Fig. 6. 
Fig. 8 is a cross-sectional view illustrating a struc- 
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ture of a principal part of a semiconductor device in 
accordance with the another embodiment of the 
present invention. 

Figs 9(a) through 90) are process flow diagrams 
Hlustratlng a process for fabricating the semicon- 
ductor device shown in Fig. 8. 
Fig. 10 is a cross-sectional view Illustrating a struc- 
ture of a principal part of a semiconductor device in 
accordance with still another embodiment of the 
present invention. 

Figs. 1 1 (a) through 1 1 (I) are process flow diagrams 
Mlustratlng a process for fabricating the semicon- 
ductor device shown in Fig. 10. 
Fig. 12 is across-sectional view Illustrating a struc- 
ture of a principal part of a semiconductor device in 
accordance with the still another embodiment of the 
present invention. 

Figs. 13(a) through 130) areprocess flow diagrams 
Mlustratlng a process for fabricating the semicon 
ductor device shown Fig. 12. 
Fig. 14 is a cross-sectional view illustrating a struc 
ture of a principal part of a conventional semicon- 
ductor device. 

Fig. 15 Is a cross-sectional view illustrating a struc- 
ture of a principal part of another conventional sem- 
iconductor device. 

Fig. 1 6 is a cross-sectional view illustrating a struc- 
ture of a principal part of still another conventional 
semiconductor device. 



DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[First Embodiment] 

[0022] The following description will depict a first em- 

n° ri ^? ] ■ Fi9 ' 1 iS 3 cross - s ' e <*°nal view illustrating a 
pnncpa, part of a semiconductor device in accordance 
wrth an embodiment of the present invention. On a sem- 
iconductor substrate 1 composed of a circuit principal 

part circu, sect,on)1aandaresistancedetecdngcircuit 
part (resistance detecting circuit) 1b provided £ „ J. 

con substrate, wirings (main body wirings) 2 are provtd- 
I nr"!? 3 sem| conductor elements in the circuit 
principal p art i a on the semiconductor substrate 1 
[0024] The circuit principal part 1a is a principal part 

Further*? SeCti ?" that r9qUireS SeCUrit y P^ton- 
ITS'- « eXample ° f ,he resis *nce Meeting circuit 
part 1 b is illustrated in Fig. 2. 

EhI.,^ reslstanoe detec «"S circuit part 1b Is pro- 
vided with a resstor R1 and an inverter element 25 The 
resistor Ri ls dlrectly connect6d wm fl res|s ™ 

constitutes a resistance-detection-use upper wirina <» 
hat w«. be described ,ater, and a node P therebXIen 

men,Tri e l Wi,h inpUt terminal of the ™erter ele- 
ment 25. Further, the other end of the resistor RI is con- 



nected with a power source line with a voltage V cc , and 
he other end of the resistor R2 is grounded (GND). The 
Inverter element 25 Inverts a voltage level at the node 
P and output the inverted result 
» fl>026J The resistor R2 Is a resistance component that 
the resstance-detection-use upper wiring 9 (and a re- 

th!» te ° tl0n ' USe "9 ht - bloc W"9 upper wiring 10 

that will be described later) possesses, and its resist- 
w f?° e '"° reases if the ^"ng fe removed. A resistor R1 is 

TZELZ. 3 K T ° r UndSr a " ,nSU ' a,ing protec,lve nm 
^whiletheinverter element 25 is provided there as wen. 

Here, the resistor R2 has a resistance that Is set lower 

than a resistance of the resistor R1 . 

is n°.? 271 ^ ' nVerter elerne "t25, In a normal state, out- 
puts an output signal OUT at a high level since the node 
P has apo tenth! smallerthan an inversion threshold val- 
ue of the inverter element 25. On the other hand, the 
nverter element 25 outputs an output signal OUT at a 
tow level in the case where the resistance of the resistor 
R2 increases thereby causing the potential of the node 

L eX ° e ?oV inversion threshold value of the inverter 
element 25. 

[0028J To protect the part lower than the wiring 2 the 
endrety of the upper layer of the semiconductor sub- 
strate 1 is covered with the insulating protective film 4 
under which the wiring 2. the roslstance-detection-use 
r^LT'"? 9 (resistance wiri "9. «rst wiring section) 9, a 
gh blocking film 5, an aluminum oxide film (coating 
film) 7, and a l,ght-blockJng-use upper wiring (resistance 
» wiring, second wiring section) 8 are provided. The insu 
2S P ™ t !° dVe film 4 ls imposed of a lower protective 
Hm 4a that ,s provided on the semiconductor substrate . 
1 , and an upperprotective film 4b that Is provided on the 
lower protective film 4a. The resistance-detection-use 
upper winng 9 is provided on the protective film 4a, and 
is connected with the resistance detecting circuit part 1 b 

I 3 ™Th ^'TT™ 3 that Pierces the Protective film 
4a The light blocking film 5 is, like the resistance-de- 

40 Z UPPSr W,rin9 9 " P rovid ed on the protective 

fi m 4a so as to cover the circuit principal part 1 a. The 
aluminum oxide film 7 is provided so as to completely 

coverthelight-blockingfilmS.andthelight-blocking-use 
upper winng 8 is furtherprovided on the aluminum oxide 

45 r,° 291 . The " 9ht bl0 ° k,n9 f,,m 5 ls a conductive metal 
film and has a light-blocking property for hardly trans- 
mitting at least visible light and Infrared radiation light 
therefore protects the circuit principal part 1a from ob- 
servation. Further, since the light-blocking-use upper 

f If °K, haS 8 ,i9ht - b,ocki "9 Property, the proviston 
of the l.ght-blocking-use upper wiring 8 so as to cover 
the circuit principal part 1 a more effectively prevents the 
same from being observed. Furthermore, by coloring 
55 ha a ' uminum oxlde «*• 7 so as to render the same a 
hght blocking property, it is possible to lower the visibility 
of the lower layer circuit patterns. 
[0030] Since aluminum oxide is a material that exhib- 
its insularity and extremely high corrosion resistance 
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the provision of the aluminum oxide film 7 on the light 
blocks film 5 ensures that the aluminum oxide film 7 
prevents the light blocking film 5 from being cherrEly 

ESSZZ ,iquid chemical ortbe ,ike - Besides ' sin - 

the light-blocking-use upperwirlng 8 and the resistance- 

SSS'T 6 UPPer Wiri " 9 9 are ,om,ed wfth the same 
oT« "m V Ca " be f0rmed throuah ° ne a "d ^me 
process. Moreover, since the material is inferior in terms 
of cormsion resistance to the aluminum oxide film 7. the 

at!"!* Trr** UPPer W ' r,ng 9 ,S "y 
thSlI K m,Ca ' b6f0re thS alUminUm oxide fil ™ 7 is, in 
the case where removal of the aluminum oxide film 7 Is 
earned out with use of a liquid chemical. 
0031] In the case where the resistance-detection- 
use upper wiring 9 is broken or thinned in result of cor- 
ZTtonnT***™ 0,,heresistor *2 '"creases there- 
siansi nnr . p ° f «» "ode P, and the output 

signal OUT is inverted when the potential exceeds the 

ThiH 00 "Tf 0 " 1 Va,U6 °' the ,nVerter e,a ™nt 25 
to dpwfr resistance detecting circuit section 1b 
to detect the increase of the resistance, then causing a 
CPU incorporated in the main circuit to recognize a 
change of thesigna., so that malfunction or inoperative 

or so .h 7 b0d/ Sh ° Uld be caused b * 
thJ T fUnCti ° n ° f the Qircuit snouW "e caused by 

toi H2ZT aty inCrSaSe r6SlStanCe ° f the 

mo2 ™ us Y cnernical ^foliation (liquid chemical re- 
tTlt V hS " snt - blockin g-^e upper wiring 8 to at- 

orTm t°K 6 th6 CirCUit principal P a rt 1 a could break 
or thin the res.stance-detection-use upper wlrlnq 9 
formed with the same materia, as thatforthelight-block 

*' 8 " ,ncrease »L 

resistance of the res,stance-detection-use upper wiring 

circ^l^ 

c.muit may be caused in response to detection of the 
foregoing .ncrease in the resistance by the resistance 
detecting circuit part 1b, or alternatively, a malfunction 

SJ£.?r y b - caused iri response to ,he abn< ™ a| 

ncrease ,n the resistance of the reslstance-detectlon- 
use upper wiring 9 per se. 

,™l ,ore90in 9 structur « «™ of all makes it hf 
andf^ 

attempt 'i, ?. 8 '^ 1 ^ 6 ' S arra "9ed so that, upon an 
attempt to exfoliate the film of the resistance-detection- 

Z JT W ' nng 9> ,h ° Circuit should be come unable to 
rS*' " n,US| ,he sem,c <>" d ^ device a" 

5^t3T provide prevenUon of a ^ sis ° f 

SfaS '°" 0Win9 descri P ,ion wi » ^Pict a process 
of fabrication of a semiconductor device of thejresen! 
embodiment, while referring to process flow diagrams 
shown in Figs. 3(a) through 3(k). 

5,/^ f , as show " "g. 3(a). a conductive 
metal film made of aluminum or another metal is formed 
o a th^ k Qf 90Qnm by sputten . 

Ta parT; C a ° n f ;r 0r H SU h bStrate 1 haVi "3 *« Princi- 
pal part 1 a, followed by resist patterning or dry etching 



so that the w.nng 2 is formed. On the wiring 2, a protoc- 
ol!™/? B f0m,ed Wtth S " iCOn 0Xide - ^fcon nitride, 

me?hoI /t 8 th L CkneSS ° f 2000 " m * ,he P ,a ^ a CVD 
5 SS f (hereinafter referred to as P-CVD method) (Fig. 
3(b)). A surface of the foregoing protective film 4a is flat- 

no 2 forin^'" 9 a : aiSed P ° rti0n thereof above 'ne wir- 
ng 2. forinstance, by a thickness of 1 0OOnm by theCMP 

10 J 0 W bB " attened ^ eliminating unevenness (Fig. 3 

th!r 3 m Ne ^' th9 "' 9ht b ' 0Ckin9 ,ilm 5 is f °"™d with ei- 

ST,!? t h C ° nd r ,Ve m6,al ^ made ot the sa me mate- 
rial as that of the wiring 2 or another material, or (ii) a 

« IrlS ""I T S ™ tem hav,n9 a ll9ht bl °<* ng 
property and conductivity identical to those of a metaf 

nT '"To"™' 3 manium nitride ,ilm is f °nned to a thick-' 
oi Zll n m , bV SPUtterin9> ,0,,0Wed * tna P a «^'ng 

20 k 9 > WnS 5 ' S f0rmed to a des '^d shape on 
nedT? P H nnC,Pal Part 13 (R9 - 3 W- Patter ning iscar- 
«o„A ° f 3 reS, ' S, 13 ,haf covers sur f a oe per- 

il c ^ Protective film 4a where the light blocking 

itt w.H bt Sem 3(6)) - Here " in ° rder that P°rtionf 
that will become the aluminum oxide film 7 should com- 

2SS ^ " 9ht bl0Ckin9 ,ilm 5 ' P atter " a nd por- 

ioht \To I 6 r6S f 1 3 m ° re ° r ' eSS ^^tancecJ from the 
light blocking film 5. 

I0037J The aluminum film 14 is formed to a thickness 
of I SOnm over an entirety of the substrate by sputtering 
loot" 0 ? (F |' 9 - 3(f)) - Subse9Ua n», y . oxidation of The 
■ZT^Z* r, " Um fi,m 1 4 ,S Carrled out ^ anodization. 
t? rtra rf ?k , ,S , S ° aked in an e,ec trolyte of ammonium 

ten »T " ke - and S P ' US vo,ta9e of ab0L « several 
tens volts is apphed to the aluminum film 14 on the sub- 

^-s^riattheportioncorrespondingtothethicknei 
of the aluminum film 14 is oxidated. Since the oxidated 
film has micropores, it is soaked in boiled pure waterfor 
seallngthemicropores. Through the foregoing process 

40 J! *Tr m ,T e fi,m 7 fe ,omled ove r an entirety o 
the substrate (Fig. 3(g)). 

[0038] The aluminum oxide film 7 may be colored by 
immersion ,n a dye liquid prior to the foregoing sealing 
process. Since the aluminum oxide film 7 prior to the 
sealing process is micropores, having micropores, dye 

Z r adh6re ,nt ° P ° reS When the alum 'n^ o»dde 
a JJI ,mmarsed in the **• W*. whereby It is dyed. 
A dye used herein Is selected from the group ofXes 
-ncluding acidic dyes, acidic metal compL salts, and 

50 VI t m °;l am i T ° f ° CUS °" CheM ^exuros, ex- 
amples of the dye used herein include monoazo dye 

trionln V d r o , t H an,hr ! qUin0n9 dV9 ' phtha <°=yanine dye,' 
triphenylmethane dye, etc. Control of a quantity of dye 

a 2 h ,T 9 t0 l he aluminum oxida film 7 is carried out by 
adjustlnga dyeing time whllethe substrate Is Immersed 
l a ,^ 9 ,K " Jid of a certain set concentration. 
E,m . w Af,arcausin 9 tne dye to adhere to the alumi- 
num ox.de film 7, the substrate is immersed in boiled 
pure water for sealing the pores. This fixes the dye on 
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film 7 is dyed. By thus dying the aluminum oxide film 7 
"t Is possible to make I, more difficult to observe mVln- 
ternal circuit from the external 

laTL ^ rthemiore - ^ ^rubbing the substrate sur- 
face, the aluminum oxide film 7 is scraped off in regions 
Jom where step coverage of the oxide film is poo7ln°h 6 

aid r 6 T° m 01 the reSiSt 1 3 10 abov ° »° 52 
13 and thereafter the resist 13 is removed by means of 

ZsZT^ th6CaSe Where ^-'numoxidepat-' 
»" r 6 ?^ bUrrS ' the burrs are amoved by 
2 9 ,k SUbS,rate SUrfaoe ,n the f ° re g°'ng state 

(Fig 3 lS d ° n me " 9ht b '° Ck,n 9 f,,m 5 

7^"' 1^ protective « lm ^ on the light block- 
unosSn n S JeC,6d l ° Patternin 9 and etc "'ng. and 
X P U9 ' SproVided ' whei ' eb y the connecting sac 
tons 3 are formed (Fig. 3(i)). Thereafter, the llghtJlock- 
Ing-use upper wiring 8 and the resistance-detect on use 

SSE mJ r formed with ei,her « a 

l7ahfh , d f fr ° m the S3me ma,erial ^ that for the 
ght blockmg f,lm 5 or another material, that is, a mate- 

rlsion r f a,Um ' nUm ° Xide fi,m 7 * te ™ oTcor- 
ros on res.stance, or (ii) a thin film made from a material 

t ica £ hi "ST 00 *"" 9 Pr ° Perty a " d -nduct^den 

S 17 TfZ'LT*? ■ F ° r inStanCe ' a nitride 
f'lm 1 7 ,s formed to a thickness of 300nm by sputterina 
and a res,st 15 is formed thereon. Then, patterning and 

that portions constituting the light-blocking-use upper 
wiring , 8 and portions constituting the resistance-de'ec 
ion u S e upper wiring 9 are simultaneously formed Ton 
K S Pr ' n rt CiPa J P3rt 1 3 3nd °" the detect" 
protective film 4b is formed, for instance, to a thickness 
™ °>°r b V '"e P-CVD method (Fig. 3(k)) 

hewn in P hr °? h ^ '^i" 9 pr ° Ce i »• *™*ure 
circuTl, f ,S k produced ' T bue. the semiconductor 
circu.t structure shown In Fig. 1 is easily realized bv a 
conventional processing technique. V 3 

fit !L ln H ddenta,l/ ' ' he semico "^ctor device of the 
toht ITl Sh0W " in Fi 9- 1 is prov 'ded with the 

-gh -blocbng-use upper wiring 8 and the resistance-de 

tection-useupperwlringgthatareelectrlcallysepanated 
devS Ii"* ^ ', nStead ° f these *° semiconductor 
Ita blT beprovldedwl,hare sl S tance-detectlon-use 
on i5f r 9 ; USe UPPer WirinS 10 for resis ' a "ce detec- 
iltU r " 9htb,ockin gb°th,asshowninFig.4(oros S - 
533" V ' eW ° f 3 PrinCipal Part of the semLnductor 

[0044] The foregoing resistance-detection-use liaht 
blocking upper wiring 10 is provided above the a urn 

"Zdtt 7 r u9h *• ,nsu,ating p -tei a -r " 

s provrded therebetween, and is connected with the 

connZ 9 reSfe,anCe de,e0ti "9 circu « P"» 1b Wa the 
c°nnect,ng sections. Note that the insulating protective 
Mm 4 has protective films 4c and 4d in the place oHhe 
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foregoing protective film 4b. The protective film 4c is 
formed on the protective film 4a so as to cove L alu 
mlnum oxide film 7. The protective film 4dTfo,med on 

[0045] The reslstance-detectlon-use llght-blocklna 
upper wmng 10 has both functions as an elememtS 
detects a change in the resistance (resistant "etec 

bloc^o Upper jr' rin9 9) and as a baving a fight 
blocking property (light-blocking-use upper wiring 8) 
Therefore, an attempt to physloa.ly (by polishTng etc )' 
orchemioally (by processing with a liquid chemS e£ 
remove the reslstance-detectlon-use light S uo 

la causes the resistance-detaction-use light-Wockin^ 
Werwiring loto break orthin. resulting in an £££ 

Sr£,Z ST ™ s causes ,he resis " ance d= g 

» w?E „ T sensltlve| y °P^ate. as compared 
with the structure shown in Fig 1 

omcfl, ' 0 " 0Win9 desc "Pt'°n will depict a 

ZntZ k nCat ' 0n ° f the se ^''conductor device ar 
ranged as above, while referring to process flow £ 
grams shown ,n Figs. 5(a) through 5(l). However the 

ITT" 'r ati ° n ° f the aluminum ««e n^T(Fig S 
5(a) through 5(h)) are Identical to those (Figs 3^' 
t rough 3(h)) in the fabrication process forthe semicln 

about the same ,s omitted, and the steps subsequent to 
30 the same are explained below. H 

[0047] The insulating protective film 4c is formed on 
the protective film 4a, for instance, to a thickness of 
300nm by the P-CVD method, so as to cover the aSmi 
num ox.de fiim 7, while the resistance detecting cSt 

s'ten I, G SUbje ° ,ed ,0 Patternin9 and echini and tu ng 
sten p ug ,s provided, whereby the connecting sections 

tect^r u I 0 "- 50)) - Thereafter - tha resistanceTe 
either (i) a conductive metal film made from the same 
11 3 I' ,hat f ° r th6 " 9ht bl0Ck " 19 fil ^ = o anXr 
Wm , 7 n terms of corrosion resistance, or (ii) a thin film 
made from a materia, that has a light blocking propel 
and conductivity identical to those of a metal For im 

3 0 a Onm b ?^ 

(Fto Sr:™ 9 ' f nd 3 reSiSt 1 6 is f °™* tbereon 
2L reS ' St 1 6> patter "'"g. ^ etching, and 

resist stnppmg are carried out so that the resistance 

• SfdTnth! " 9h, - b, ° Ckin a W« wiring 10 shou.d be 

« C ' rC PrinC, ' Pal Part 13 and °" tha resist- 
ance detecting circuit part 1b (Fig. 5(k)). Finally the In. 

SSl Pa ^T 4d IS t0m ** f °< '-tance t 0 ' n a 
tmckness of 300nm by the P-CVD method (Fiq son 
ss Thus, the structure shown in Fig. 4 Is fabricated ' ^ 

[Second Embodiment] 



£0048] The following description will explain a second 
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embodiment of the present invention while referring to 
Figures 6 through 9fj). Incidentally, the members having 
the same structure (function) as those in the first em 
bodiment will be designated by the same reference nu- 
merals and their description will be omitted. 
[0049] Fig. 6 is a cross-sectional view illustrating a 
principal part of a semiconductor device In accordance 
wth the.second embodiment of the present invention 
The semiconductor device in accordance with the 
present embodiment is, like In the first embodiment, ar- 
ranged so that a wiring 2, connecting sections 3, an in- 
sulating protective film 4, alight-blocking-use upper wir- 
ing 8, and a resistance-detection-use upper wirina 9 
should be provided on a semiconductor substrate 1 hav- 
ing a circuit principal part 1 a and a resistance detecting 
circuit apart 1b. Besides, the light-blocking-use upper 
wiring 8 and the resistance-detectlon-use upper wirina 
9 are provided in the same layer, while a corrosion-re 
sistlve light-blocking film 6 that is a light blocking film 
having a corrosion resistance property is provided on a 
surface of the light-blocking-use upper wiring 8 on the 
semiconductor substrate 1 side. The insulating protec- 
tive film 4 is composed of a lower protective film 4e pro- 
vided on the semiconductorsubstrate 1 and a protective 
film 4f provided on the protective film 4e. 
[0050] In the semiconductor device arranged as de- 
scribed above the corrosion-resistive light-blocking film 
6. l!ke the light blocking film 5 in the first embodiment 
prevents the circuit principal part 1a from being ob- 
served. Moreover, the use of the corrosion-resistive light 
blocking film 6 made from a corrosion-resistive metal 
such as tantalum or niobium, instead of the light blocking 
film S makes it unnecessary to provide an aluminum 

T , k^J 3 ? Sh ° Wn in Rg - 1 ' a "d the corrosion-resis- 
tive light-blocking film 6 perse can be made hardly re- 
movable. Thus, the effect of providing invisibility can be 
enhanced. 

[0051] The following description will depict a process 
of fabrication of a semiconductor device of the present 
embodiment, while referring to process flow diagrams 
shown in Figs. 7(a) through 7(j). 

[0052] First of a|| _ as snQwn jn Rg /(a) a conductjve 
metal film made of aluminum or anothermetal is formed 
to a th.ckness of 900nm by sputtering, for instance, on 
the semiconductor substrate 1 having the circuit prlnci- 
« thft J a ' f ? n0Wed b y resist Patterning or dry etching, 
so that the wlnng 2 Is formed. On the wiring 2, a protec- 
tive film 4e is formed with silicon oxide, silicon nitride, 
or the like to a thickness of 2000 nm by the P-CVD metri- 
cs STn 9 '„ 7(b) K A SUrfaCe ° f th6 f0re90in 9 Protective film 
4e is flatten by removing a raised portion thereof above 
the wiring 2 by a thickness of 1 0OOnm by the CMP meth- 
od so that surface should be flattened by eliminating un- 
evenness (Fig. 7(c)). a 
[0053] Next, with use of a resist 1 8, a surface of the 
protective film 4e is subjected to patterning and dry etch- 

n« fl ; i° haVe 3 recess above the P™ ci Pal circuit 
part 1a (F,g. 7(d)). A depth of the recess is preferably 
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substantially equal to a thickness of the corrosion-resis- 
tive light-blocking film 6 to be formed. Subsequently the 
corrosion-resistive light-blocking film 6 Is formed with 
antalum or niobium throughout an entirety of the sem- 
* (conductor substrate 1 by sputtering so as to have a 

SSHTm 01 1 !P nm (Fl9> 7(8)) - The c °™sion-resistive 
light-blocking film 6 is scraped off by the metal CMP 

Tf It f, by * J hickness corresponding to the thickness 

10 «L n Ul? (F JP' ?(f)) - By S ° d0in 9' the corrosion-resis- 
'<> five light-blocking film 6 remains only In the recess In 
the protective film 4e, while being removed from the oth- 
er areas. 

[0054] Then, the protective film 4e on the resistance 
detection circuit part 1 b is subjected to patterning and 
etching, andtungstenplugisprovidedthereon, whereby 
the connecting sections 3 are formed (Fig. 7(g)) There- 
after, the light-blocking-use upper wiring 8 and the re- 
sistance-detectlon-use upper wiring 9 are formed with 
erther (i) a conductive metal film made from a material 
inferior to the corrosion-resistive light-blocking film 6 in 
terms of corrosion resistance, or (,'i) a thin film made 
from a material that has a light blocking property and 
conductivity identical to those of a metal. For instance 
a titanium nitride film 17 Is formed to a thickness of" 
300nm by sputtering (Fig. 7(h)), and with use of a resist 
19 fomned thereon, patterning carried out (Fig 7(i)) Fi- 
nally, a protective film 4f is formed, for instance/to a 
thickness of 300nm by the P-CVD method (Fig 70)) 
30 [ °° 55J . T . hrou 9 n ,he foregoing process, the structure 
» shown in Fig. 6 is fabricated. The semiconductor circuit 
structure shown in Fig. 6 is thus easily realized by the 
conventional processing technique. 
[0056] Incidentally, the semiconductor device In ac- 
cordance with the present embodiment shown in Fig 6 
35 ,s provided with the light-blocking-use upper wiring 8 
and the resistance-detection-use upper wiring 9 that are 
electrically separated from each other by patterning, but 
instead of these the semiconductor device may be pro- 
vided with a resistance-detection-use light-blocking up- 
per wiring 1 o for resistance detection and light blocking 
both, as shown in Rg. 8 (cross-sectional view of a prin- 
cipal part of the semiconductor device). 
[0057] The foregoing resistance-detection-use light- 
blocking upper wiring 10 is provided above the corro- 
sion-resistive light-blocking film 6 though the Insulating 
protective film 4 Is provided therebetween, and is con- 
nected with the foregoing resistance detecting circuit 
part 1 b via the connecting section 3. Note that the insu- 
lating protective film 4 has protective films 4g and 4h in 
the place of the foregoing protective film 4f. The protec- 
tive film 4g is formed on the protective film 4e so as to 
cover the corrosion-resistive light-blocking film 6 The 
protective film 4h is formed on the protective film 4g so 
as to cover the reslstance-detectlon-use llght-blocklnq 
» upper wiring 10 formed on the protective film 4g. 

[0056] The resistance-detection-use light-blockinq 
upper wiring 10 has both functions as an element that 
detects a change in the resistance (resistance-detec- 
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tion-use upper wiring 9) and as a film having a light 
blocking property (light-blocking-use upper wiring 8). 
Therefore, an attempt to physically (by polishing, etc.) 
orchemically (by processing with a liquid chemical, etc.) 
remove the resistance-detect Ion- use light-blocking up- 
per wiring 1 o in order to observe the circuit principal part 
1a causes the resistance-detection-use light-blocking 
upper wiring 1 o to break or thin, resulting in an increase 
in its resistance. This causes the resistance detecting 
circuit part 1 b to more sensitively operate, as compared 
with the structure shown in Fig. 6. 
[0059] Here, the following description wilt depict a 
process of fabrication of the semiconductor device ar- 
ranged as above, while referring to process flow dia- 
grams shown in Figs. 9(a) through 9 (j). However, the 
steps until formation of the corrosion- resistive light- 
blocking film 6 (Figs. 9(a) through 9(f)) are identical to 
those (Figs. 7(a) through 7(f)) in the fabrication process 
for the semiconductor device shown in Fig. 6. Therefore 
the explanation about the same is omitted, and the steps 
subsequent to the same are explained below. 
[0060J The insulating protective film 4g is formed on 
the protective film 4e, for instance, to a thickness of 
300nm by the P-CVD method, so as to cover the corro- 
sion-resistive light-blocking film 6. Then, the resistance 
detecting circuit part 1b is subjected to patterning and 
etching, and tungsten piug is provided thereon, whereby 
connecting sections 3 are formed (Fig. 9(g)). Thereafter, 
the resistance-detection-use light-blocking upper wiring 
1 0 is formed with either (i) a conductive metal film made 
from a material having corrosion resistance equal or In- 
ferior to that of the corrosion -resistive light-blocking film 
6, or (li) a thin film made from a material that has a light 
blocking property and conductivity identical to those of 
a metal. For instance, a titanium nitride film is formed to 
a thickness of 300nm by sputtering, and then with use 
of a resist 20 formed thereon, patterning is carried out 
(Fig. 9(h)). Further, by dry etching with use of the resist 
20, the resistance-detection-use light-blocking upper 
wiring 10 is formed on the circuit principal part 1a (Fig. 
9(i)). Finally, a protective film 4h is formed, for instance, 
to a thickness of 300nm by the P-CVD method (Fig. 9 
(j)). Thus, the structure shown in Fig. 8 is fabricated. 



[Third Embodiment] 

10061] The following description will explain still an- 
other embodiment of the present invention, while refer- 
ring to Figs 10 through 13(j). Incidentally, the members 
having the same structure (function) as those in the first 
embodiment will be designated by the same reference 
numerals and their description will be omitted. 
[0062] Fig. 10 is a cross-sectional view illustrating a 
principal part of a semiconductor device in accordance 
with a still another embodiment of the present invention. 
On a semiconductor substrate 1 including a circuit prin- 
cipal part 1 a formed on a silicon substrate, a wiring 2 to 
connect semiconductor elements in the circuit principal 



part 1 a is provided. 

[0063] To protect a part lower than the wiring 2, an 
Insulating protective film 4 covers an entirety of an upper 
lamination of the semiconductor substrate 1, inside 
* which the foregoing wiring 2, a light blocking film 5, an 
aluminum oxide film 7, and an upper wiring 11 are 
formed. The Insulating protective film 4 Is formed on the 
semiconductorsubstrate 1 , and is composed of (I) a low- 
er protective film (first insulating protective film) 4i hav- 
10 ing openings 12, and (ii) an upper protective film (sec- 
ond insulating protective film) 4j that is formed on the 
protective film 41 and fills the openings 12. The number 
of the openings in the protective film 4i is not particularly 
limited. The light blocking film 5 is formed on the protec- 
ts tive film 4i in an area such that the light blocking film 5 
should cover the circuit principal part 1 a. The aluminum 
oxide film 7 is provided so as to completely cover the 
light blocking film 5, and the upper wiring 11 is provided 
on the aluminum oxide film 7. 
20 [0064] In the foregoing arrangement, since not only 
the light blocking film 5 but also the upper wiring 1 1 have 
a light blocking property, the provision of the upper wir- 
ing 11 so as to cover the circuit principal part 1a more 
effectively prevents the part 1a from being observed. 
2 5 Furthermore, by dying the aluminum oxide fiim 7 to 
render the same a light blocking property, the visibility 
of the lower circuit pattern can be further lowered. 
[0065] By providing on the wiring 2 the protective film 
4i as the first insulating protective film having the open- 
30 ings 12, and by covering the upper surface of the same 
with the protective film 4j as the second insulating pro- 
tective film, an attempt to remove the light blocking part 
with a liquid chemical for circuit analysis can be made 
to result in damaging not only the upper wiring 11 but 
35 also the wiring 2 that transmits signals from the external 
to the circuit principal part 1a due to the foregoing liquid 
chemical. Consequently, the breaking or thinning of the 
wiring 2 due to damage by the liquid chemical results In 
an abnormal increase in a resistance thereof, impairing 
40 a norrnai operation of the circuit. 

[0066] The following description will depict a process 
of fabrication of the semiconductor device arranged as 
above, while referring to process flow diagrams shown 
in Figs. 11(a) through 11(1). 
45 [0067] First of all, as shown in Fig. 11 (a), a conductive 
metal film made from aluminum or another material is 
formed on the semiconductorsubstrate 1 having the cir- 
cuit principal part 1a, for instance, to a thickness of 
900nm by sputtering, followed by resist patterning and 
50 dry etching to form the wiring 2. On the wiring 2, the 
protective film 4i is formed with silicon oxide, silicon ni- 
tride, or the like, for instance, to a thickness of 2000nm 
by the P-CVD method (Fig. 1 1 (b)). A surface of the fore- 
going protective film 4i is flatten by removing a raised 
ss portion thereof above the wiring 2, for instance, by a 
thickness of 1000nm by the CMP method, so that sur- 
face should be flattened by eliminating unevenness 
(Fig. 11(c)). 
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[0068] Next, the light blocking film 5 is formed with ei- 
ther (i) a conductive metal film made of the same mate- 
rial as that of the wiring 2 or another material, or (10 a 
thin film made of a material having a light blocking prop- 
erty and conductivity Identical to those of a metal. For 
instance, a titanium nitride film is formed to a thickness 
of 300nm by sputtering, followed by the patterning of the 
thin film by resist patterning or dry etching, so that the 
light blocking film 5 is formed to a desired shape on the 
circuit principal parti a (Fig. 11(d)). Patterning Is carried 
out with use of a resist 21 that covers surface portions 
of the protective film 4e where the light blocking film 5 
is absent (Fig. 11(e)). Here, in order that portions that 
will become the aluminum oxide film 7 should be com- 
pletely covered with the light blocking film 5, pattern end 
portions of the resist 21 are more or less distanced from 
the light blocking film 5. 
^ [0069] The aluminum film 14 is formed to a thickness 
' of 1 50nm over an entirety of the substrate by sputtering 
for instance (Fig. 11(f)). Subsequently, oxidation of the 
f oregoingaluminum film 1 4 is carried out by anodization 
whereby the aluminum oxide film 7 is formed over an 
entirety of the upper surface of the substrate (Fig. 11 
(g)). Furthermore, by scrubbing the substrate surface 
the aluminum oxide film 7 is scraped off in regions from 
where step coverage of the oxide film Is poor In the vi- 
cinity of the bottom of the resist 21 to above the resist 
21 , and thereafter the resist 21 is removed by means of 
a stripping liquid. In the case where aluminum oxide pat- 
terns thus formed have burrs, the burrs are removed by 
scrubbing the substrate surface In the foregoing state 
followed by the washing. The aluminum oxide film 7 is 
thus formed on the light blocking film 5 (Fig. 11(h)). 
[0070] Thereafter, the upper wiring 1 1 is formed with 
either (i) a conductive metal film made from the same 
material as that for the light blocking film 5 or another 
matenal, that is, a material inferiorto the aluminum oxide 
film 7 in terms of corrosion resistance, or (II) a thin film 
made from a material that has a light blocking property 
and conductivity identical to those of a metal. For in- 
stance, a titanium nitride film is formed to a thickness of 
300nm by sputtering, and patterning is carried out with 
use of a resist 22 (Fig. 11 (,')), Then, by dry etching, the 
upperwinng 11 is formed on the circuit principal part 1a 
(Fig. 11<])). 

[0071 ] Finally, openings 1 2 are provided by patterning 
and etching in the portion of the protective film 41 that 
covers the wiring 2 (Fig. 11 (k)). Then, the protective film 
4j is formed thereon, for instance, to a thickness of 
300nm by the P-CVD method (Fig. 11(1)), to cover the 
openings 12. 

[0072] Through the foregoing process, the structure 
shown in Fig. 10 is fabricated. The semiconductor circuit 
structure shown in Fig. 10 is thus easily realized by the 
conventional processing technique. 
[0073] Incidentally, the semiconductor- device in ac- 
cordance with the present embodiment shown in Fig. 10 
is provided with the aluminum oxide film 7 as a film hav- 



ing corrosion resistance, but instead of the light blocking 
film 5 may be rendered corrosion-resistive, as shown in 
Fig. 12 (cross-sectional view of a principal part of the 
semiconductor device). The light blocking film 5 ren- 
5 dered corrosion-resistive is denoted as a corrosion-re- 
sistive light-blocking film 6, on which the upper wiring 11 
Is provided. 

[0074J The provision of the corrosion-resistive light- 
blocking film 6 enables to protect the circuit principal part 
io 1 a from observation. Furthermore, the use of the corro- 
sion-resistive light-blocking film 6 made from a corro- 
sion-resistive metal such as tantalum or niobium, in- 
stead of the light blocking film 5, makes it unnecessary 
to provide an aluminum oxide film 7 as shown in Fig. 1 o 
and the corrosion-resistive light-blocking film 6 per se 
can be made hardly removable. Thus, the effect of pro- 
viding invisibility can be enhanced. 
[0075] The following description will depict a process 
of fabrication of a semiconductor device of the present 
20 embodiment, while referring to process flow diagrams 
shown in Figs. 13(a) through 13(j). 
[0076] First of all, as shown in Fig. 13(a), a conductive 
metal film made of aluminum or another metal is formed 
to a thickness of 900nm by sputtering, for instance, on 
25 the semiconductor substrate 1 having the circuit princi- 
pal part 1 a, followed by resist patterning or dry etching 
so that the wiring 2 is formed. On the wiring 2, a protec- 
tive film 4k (first insulating protective film) is formed with 
silicon oxide/silicon nitride, or the like, for instance to 
30 a thickness of 2000 nm by the P-CVD method (Fig.' 13 
(b)). A surface of the foregoing protective film 4k Is flat- 
ten by removing a raised portion thereof above the wir- 
ing 2, for instance, by a th ickness of 1 0OOnm by the CM P 
method, so that surface should be flattened by eliminat- 
es ing unevenness (Fig. 13(c)). Next, patterning and dry 
etching are carried out with use of a resist 23 formed 
thereon, so as to form a recess in the protective film 4k 
above the principal circuit part 1a (Fig. 13(d)). A depth 
of the recess is preferably substantially equal to athick- 
fo ness of the corrosion-resistive light-blocking film 6 to be 
formed. 

[0077J Subsequently, the corrosion- resistive light- 
blocking film 6 is formed with tantalum or niobium 
throughout an entirety of the substrate by sputtering so 
45 as to have a thickness of 150nm (Fig. 13(e)). The cor- 
rosion-resistive light-blocking film 6 is scraped off by the 
metal CMP method by a thickness corresponding to the 
thickness of the film 6 (Fig. 13(f)). By so doing, the cor- 
rosion-resistive light-blocking film 6 remains only in the 
so recess in the protective film 4k, while being removed 
from the other areas. 

[0078] Then, the upper wiring 1 1 is formed with either 
(i) a conductive metal film made from the same material 
as that for the corrosion-resistive light-blocking film 6 or 
55 another material, that is, a material inferior to an alumi- 
num oxide film in terms of corrosion resistance, or (ii) a 
thin film made from a material that has a light blocking 
property and conductivity identical to those of a metal. 
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For instance, a titanium nitride film is formed to a thick- 
ness of 300nm by sputtering, and then, patterning is car- 
ried out with use of a resist 24 formed thereon (Fig. 13 
(g)). Further, by dry etching, the upper wiring 11 is 
formed on the corrosion-resistive light-blocking film 6 
(Fig. 13(h)). 

[0079] Finally, openings 12 are provided In a portion 
of the protective film 4k on the wiring 2 by patterning and 
etching (Fig. 13(i» s then the protective film 41 (second 
insulating protective film) Is formed on the protective film 
4k, for instance, to a thickness of 300nm by the P-CVD 
method (Fig. 13(j)), so as to cover the openings 12. 
Thus, the structure shown in Fig. 12 is fabricated. 
[00801 As described above, a semiconductor device 
of the present invention is a semiconductor device hav- 
ing a structure in which a circuit section formed on a 
semiconductor substrate and a main body wiring pro- 
vided on the semiconductor substrate are connected 
with each other, and the semiconductor device includes 
(i) a light blocking film provided so as to cover a principal 
part of the circuit section, and (ii) a coating film that is 
laminated so as to completely cover the light blocking 
film and that is made from a film material having corro- 
sion resistance. 

[0081] With the foregoing arrangement wherein the 
light blocking film that has a light blocking property 
thereby exhibiting poor permeability with respect to vis- 
ible light and far infrared radiation light is provided so as 
to cover the principal part of the circuit section, recog- 
nition of the lower circuit pattern can be made impossi- 
ble. Further, since the coating film is made from a ma- 
terial having corrosion resistance, it is difficult to remove 
the coating film with use of a liquid chemical or the like. 
Therefore, it is possible to surely protect circuit informa- 
tion in the semiconductor device. 
[0082J In the foregoing semiconductor device, the 
coating film is preferably made from aluminum oxide. 
[0083] The foregoing arrangement increases the cor- 
rosion resistance effect of the coating film. This results 
in that a coating film made of aluminum oxide rendering 
a greater corrosion resistance effect is provided on the 
light blocking film, making it difficult to remove the light 
blocking film. Consequently, visibility of the lower circuit 
pattern can be further lowered. 

[0084] Furthermore, the foregoing semiconductor de- 
vice is preferably arranged so that the oxide aluminum 
is dyed. This renders the aluminum oxide film a light 
blocking property. Therefore, the visibility of the lower 
circuit.pattem can be further lowered. 
[0085] The foregoing semiconductor device is prefer- 
ably arranged by further including (I) a resistance wiring 
that is provided in the same layer as or a layer upper 
than the layer where the light blocking film is provided, 
that is made from a conductive material Inferior to the 
aluminum oxide in terms of corrosion resistance, and 
that has a resistance component, and (if) a resistance 
detecting circuit that detects a change in a resistance of 
the resistance wiring. 



[0086] With the foregoing arrangement, since alumi- 
num oxide is a material having a great corrosion resist- 
ance effect, by making the resistance wiring from a ma- 
terial inferior to aluminum oxide in terms of corrosion re- 
s sistance, an attempt to chemically remove the coating 
film causes the resistance wiring to be corroded first. 
This provides more sensitive detection of a change In 
the resistance of the resistance wiring. The circuit sec- 
tion may be arranged so as to, for instance, malfunction 
10 or become inoperative In response to the detection re- 
sult. This makes it impossible to measure characteris- 
tics of the circuit section. Therefore, it Is possible to pro- 
tect the internal circuit from analysis. 
[0087] Furthermore, another semiconductor device of 
15 the present invention is a semiconductor device having 
a structure in which a circuit section formed on a semi- 
conductor substrate and a main body wiring provided 
on the semiconductor substrate are connected with 
each other, the semiconductor device being arranged 
20 so as to include a light blocking film that is laminated so 
as to cover a principal part of the circuit section and that 
exhibits corrosion resistance. 

[0088] The foregoing arrangement in which the light 
blocking film has corrosion resistance makes the light 
25 blocking film unremovable. Moreover, since the light 
blocking film Is provided so as to cover the circuit sec- 
tion, the visibility of the lower circuit pattern can be low- 
ered. Besides, another corrosion-resistive film for pro- 
tecting a light blocking becomes unnecessary. There- 
to fore, a semiconductor device with invisibility can be pro- 
vided in a more simplified structure. 
[0089] Any one of the semiconductor devices of the 
foregoing two types is preferably arranged so that the 
insulating protective film includes (i) a first insulating 
35 protective film having an opening thai is provided above 
the main body wiring, and (ii) a second insulating pro- 
tective film that seals the opening. 
[0090] In the case of this arrangement, when the sec- 
ond insulating protective film is chemically removed for 
40 the purpose of circuit analysis, the opening of the first 
insulating protective film on the main body wiring ap- 
pears. Therefore, it is possible to directly damage the 
main body wiring due to a liquid chemical that intrudes 
through the opening. Therefore, it is possible to protect 
45 the Internal circuit from analysis. 

[0091 1 Any one of the foregoing semiconductor devic- 
es of the two types Is preferably arranged so as to further 
include (i) a resistance wiring that is provided in the 
same layer as or a layer upper than the layer where the 
so light blocking film is provided, and that has a resistance 
component, and (ii) a resistance detecting circuit that 
detects a change in a resistance of the resistance wiring. 
[00921 With this arrangement, an attempt to physically 
or chemically remove the light blocking film or the upper 
ss wiring in order to observe the lower pattern causes the 
resistance wiring to break or the like. This results in an 
increase in a resistance of the resistance wiring, and this 
change in the resistance is detected by the resistance 
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detecting circuit. By arranging the circuit section so as 
to malfunction or become inoperative in response to the 
detection result, measurement of characteristics of the 
circuit section can be made impossible. Therefore, it is 
possible to prevent observation of the circuit in an oper- 
ating state, thereby making it difficult to analyze the in- 
ner circuit. 

[0093] Furthermore, the resistance wiring is prefera- 
bly arranged so as to include (i) a first wiring section 
connected with the detecting circuit, and (II) a second 
wiring section that is made from the same material as 
that of the first wiring section and that covers the light 
blocking film. This arrangement in which the resistance 
wiring includes the second wiring section that functions 
as a light blocking film enhances the invisibility providing 
property of the light blocking film. Furthermore, since the 
first and second wiring sections are made from the same 
f material, it is possible to form the both through thesame 
process. Therefore, the fabrication process can be sim- 
plified. 

[0094] The aforementioned another semiconductor 
device is arranged so that the light blocking film is made 
from tantalum or niobium, and this arrangement makes 
the light blocking film be a metal film excelling in corro- 
sion resistance, thereby making the light blocking film 
difficult to be removed. Therefore, the visibility of the 
lower circuit pattern can be lowered. 
[0095J The aforementioned semiconductor device is 
preferably arranged so that a surface of the insulating 
protective film is processed so as to be flat. In this ar- 
rangement, since the surface of the protective film cov- 
ering the circuit section is flattened, there are no raised 
portions in the shape of the lower wiring that constitute 
surface steps on the protective film. Therefore, it is im- 
possible to recognize the wiring pattern by viewing such 
steps. Consequently, the internal circuit can be protect- 
ed from observation. 

[0096] The invention being thus described, It will be 
obvious that the same may be varied in many ways. 
Such variations are not to be regarded as a departure 
from the spirit and scope of the invention, and all such 
modifications as would be obvious to one skilled in the 
art are intended to be included within the scope of the 
following claims. 
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Claims 

1 . A semiconductor device having a structure in which 
a circuit section (1a) formed on a semiconductor 
substrate (1) and a main body wiring (2) provided 
on said semiconductor substrate (1) are connected 
with each other, said semiconductor device being 
characterized by comprising: 

a light blocking film (5) provided so as to cover 
a principal part of said circuit section (1 a); and 
a coating film (7) that is laminated so as to com- 
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pletely cover said light blocking film (5) and that 
is made from a film material having corrosion 
resistance. 

The semiconductor device as set forth In claim 1 , 
characterized in that 

said coating film (7) Is made from aluminum 
oxide. 

The semiconductor device as set forth in claim 2, 
characterized in that 

said aluminum oxide is dyed. 

The semiconductor device as set forth In claim 2 or 
3 S characterized by further comprising: 

a resistance wiring (9, 10) that is provided in 
the same layer where said light blocking film (5) 
Is provided or in a layer upper than said light 
blocking film (5), that is made from a conductive 
material inferior to said aluminum oxide in cor- 
rosion resistance, and that has a resistance 
component; and 

a resistance detecting circuit (1b) that detects 
a change in a resistance of said resistance wir- 
ing (9,10). 

A semiconductor device having a structure in which 
a circuit section (1a) formed on a semiconductor 
substrate (1) and a main body wiring (2) provided 
on said semiconductor substrate (1) are connected 
with each other, said semiconductor device being 
characterized by comprising: 

a light blocking film (6) that is laminated so as 
to cover a principal part of said circuit section (1a) 
and that exhibits corrosion resistance. 

The semiconductor device as set forth in claim 1 or 
5, characterized by further comprising an insulat- 
ing protective film (4) that includes: 

a first insulating protective film (4i, 4k) having 
an opening (12) that is provided above said 
main body wiring (2); and 
a second Insulating protective film (4j, 41) that 
seals said opening (1 2). 

The semiconductor device as set forth in claim 1 or 
5, characterized by further comprising: 

a resistance wiring (9, 10) that is provided in 
the same layer where said light blocking film 
(5,6) is provided or in a layer upper than said 
light blocking film (5, 6), and that has a resist- 
ance component; and 

a resistance detecting circuit (1b) that detects 
a change in a resistance of said resistance wir- 
ing (9, 10). 
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8. The semiconductor device as set forth in claim 4 or 
7, characterized in that: 

said resistance wiring (10) Includes; 

a first wiring section (9) connected with said re- 5 
sistance detecting circuit (1b) ; and 
a second wiring section (8) that is made from 
the same material as that of said first wiring 
section (9) and that covers said light blocking 
film (5, 6). 10 

9. The semiconductor device as set forth in claim 8, 
wherein said first wiring section (9) and said second 
wiring section (8) are provided in a same layer 



22 



10. The semiconductor device as set forth in ciaim 5, 
characterized in that: 

said light blocking film (6) is made from tanta- 
lum or niobium. 

11. The semiconductor device as set forth in ciaim 6, 
characterized in that: 

a surface of said insulating protective film (4) 
is processed so as to be fiat. 

12. The semiconductor device as set forth In claim 4, 
wherein said resistance detecting circuit (1b) in- 
cludes: 
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a resistor (R2) whose resistance varies in re- 30 
sponse to removal of said resistance wiring (9, 
10); and 

an inverter (25) that compares, with a threshold 
value, a potentiai of a node (P) connecting said 
resistor (R2) and said resistance wiring (9, 1 0), 35 
and outputs a binary output signal according to 
the comparison result. 

13. A semiconductor device having circuitry (1a) 
formed on a semiconductor substrate (1), wherein 40 
a light blocking fiim (5) overlies at least a part of said 
circuitry, and said light blocking film or a protective 
layer thereon is resistant to corrosion. 

14. A semiconductor device according to claim 13 fur- 45 
ther including: a resistance wiring (9, 10) provided 
coplanar with the light blocking film or in a layer 
above that of the light blocking film and formed of a 
conductive material less resistant to corrosion than 

the corrosion resistant protective layer or light so 
blocking film; a resistance detecting circuit (1b) for 
detecting a change occurring in resistance of the 
resistance wiring upon corrosion thereof; and 
means for causing malfunction or inoperativeness 
of the circuitry in response to said detection of a ss 
change in resistance. 



12 



# 



EP1 178 529 A2 



FIG. 1 



1 — 




13 



# 



EP 1 178 529 A2 



FIG. 2 



Vcc 




out 



GND 



14 



EP 1 178 529 A2 



FIG. 3 (a) 



F I G. 3 (b) 



I > ) ; / \ f ~ 4a 
1 



FIG. 3 (c) 



4a~4 
1 



3 



FIG. 3 (d) 



4a-- 



Is S / /l- 



2 
4—1 



FIG. 3 (e) 
13- 



4a—- 



FIG. 3 ( f ) 
13 



2 4a- 
+~1 



r 1 * c- 



I z z z a 



-2 
•1 



FIG. 3 (g) 



13- 
4a- 



.1 ^ / / 



FIG. 3 (h) 



<4a 



f 7 ,5 



-2 

•1 



2 

+~1 



FIG. 3 (i) 



4a- 
1~ 



3 3 
U 



FIG. 3 ( j ) 

rl 5 r44 



n 1/ ^ ^ ^ 



I 1 I 

i /_J ! 



2 

+~1 a 



4a- 

3^Pr 



r 17 



[__. i I _ +1a 



lb 



FIG. 3 (k) 



lb 




15 



EP 1 178 529 A2 



FIG. 4 




16 



EP 1 178 529 A2 



FIG. 5 (a) 



FIG. 5 (c) 
4a->T 
1- 



FIG. 5 (e) 



13- 



4a-- 



-2 
-1 



FIG, 5 (g) 



13- 
4a- 



/7, .r«? 



J / / f / L 



-2 
1 



FIG. 5 ( i ) 
3 3 

L ( 



4c- 
4a- 

1- 



7 ' ,5 



■ ! 1 



-, — »/ z z ^ 



lb la 

FIG. 5 (k) 



4c 
4a- 

1 

1b- 















I 


I I 
I I 



— 5 4c 



( — I 




I 7 7 









F ] G. 5 (d) 



4a- - 



I / / / / 1 = 



•2 
1—1 



FIG. 5 ( f ) 



13- 



4a-- 



-2 

"1 



FIG. 5 (h) 
j4a 



r 7 r5 



> y y y 



2 

-i 



FIG. 5 ( j ) 



4c- 
4a- 



< ! 1 

L -i- J t 



1b la 




4a — 



— la 1—1 j i 



17 



EP 1 178 529 A2 



F I G. 6 




18 



# 



EP 1 178 529 A2 



FIG. 7 (a) 



2 Z3 



FIG. 7 (c) 

4e- 
1- 

F I G . 7 ( e ) 
4e— - 



rr~7 



-2 
1 



FIG. 7 (b) 



4e 
f-1 



FIG. 7 (d) 





-18 




> > y — < 





FIG. 7 ( f ) 
,4e 



\ / / / 



2 
4—1 



F 1 7 (g) FIG. 7 (h) 




19 



# 



EP1 178 529 A2 



FIG. 8 




20 



EP 1 178 529 A2 



F I G. 9 (a) 



FIG. 9(c) 



4e + 

1 



FIG. 9 (e) 



4e- 



2 



FIG. 9 (b) 



— 1 



4e 
-1 



FIG. 9 (d) 



mm 


— 18 

^4e 


: 


—7 — 7 — 7—rzx 





-2 
■1 



r6 



F I G. 9 ( f ) 

; 4e 



,6 



2 
f-1 



1 > > y 



FIG. 9 (g) 
3 



4g- 
4e-~ 



lb- 



t 



FIG. 9 (h) 



r6 



I z Z Z 



1 f 



-2 
'1a 

•1 



« KX 






a-, — I ^ / 
i i 

j i - 



3 =- 



'la 



FIG. 9 ( i ) 



FIG. 9 ( j ) 



4g 
1b- 



-10 



[ZZZZ 



i J L 



*6 
-2 

•1a 
1—1 




21 



EP 1 178 529 A2 



FIG. 10 



12 


12 1 1 


— t 






; — f 










...... 





1a 



22 



EP1 178 529 A2 



FIG. 11 (a) 



FIG. 11 (b) 



i / / / / / y / /\ 



f— 



\S / / / s l s / s\ 



FIG. in (c) 



4i- 
1 - 



^ ^ ^ > » 



FIG. 11 (d) 



2 
-1 



FIG. 11 ( e ) 



FIG. 11 ( f ) 



4r 



3^21 5 



4i- 



-~1 



-2 
-1 



FIG. 11 (g) 



FIG. 11 (h) 



4i- 



8^ 


21 M 




' > ✓ / / /A ■ 





4r 



L-L 



\////////\ 



FIG. 11 ( i ) 
22' 



4i- 



y > y / 



F I G. 11 ( j ) 



1 1 



-2 
-1 



41- 



\ / / / / x / / / 



~5 
-2 



la 
-1 



FIG. 11 (k) 



4i- 



12 C ( 



FIG. 11 ( I ) 
12 



2 41- 
1a 



ft 



11 



,' 7 



39 



-5 



la 
— 1 



23 



EP 1 178 529 A2 



FIG. 12 




24 




EP1 178 529 A2 



FIG. 13 (a) 



FIG. 13(b) 



> / / ; s Xt-t, 



-1 



s / / / A 



2 4k 



2 Z /} 



FIG. 13 (c) 



4k- 
V 



I ^ / > > > 



FIG. 13(d) 



4k— 




A / / s ^ / s s s± 



1a 



FIG. 13 (e) 



FIG. 13 ( f ) 



4k 
1 -+ 



6 



--la 



4k- 
1- 



6 



\ s ;;;;;; sy 



--la 



FIG. 13(g) 



4k- 

1- 



11 



24 

A 



FIG. 13 (h) 



5-6 



/ / s s s / / ;v^~ 2 4k 



— la 



1 — 



1 1 



I / / / / x / / f /\ 



-6 
2 

— la 



FIG. 1 3 ( i ) 



4k- 
1- 



12 



ZZL 



— 1 



i~6 




25 



EP 1 178 529 A2 




EP 1 178 529 A2 



FIG. 15 

(PRIOR ART) 



51a 54a 56 



54a 54b 
58 I 54 { 57 





27 



